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ABSTRACT: Scientific workflows increasingly span remote computing re-
sources, from local desktops and scientific instruments to supercomputers,
clouds, and Al accelerators. This distribution is driven by the nature of mod-
ern data-driven research and the availability of specialized computing hard-
ware. Distribution creates new opportunities to improve performance and ef-
ficiency by exploiting resource heterogeneity and locality; however, it also
creates new challenges related to portability and security. In this chapter, we
describe Globus, a platform designed to tackle these challenges via a hybrid
model in which cloud services securely manage the remote execution of ar-
bitrary research activities. We describe how Globus Flows, a cloud-hosted
workflow platform, combined with Globus Compute and Globus Transfer, en-
ables researchers to define and execute workflows across diverse distributed
computing resources. We present several example applications in real-time in-
strument analysis, simulation campaigns, and distributed model training that
demonstrate how Globus addresses challenges in real-world scenarios.

8.1 Introduction

Modern science is inherently distributed, encompassing instruments, sensors, data reposi-
tories, specialized computing resources, archival storage, and publication repositories. The
widespread adoption of distributed cyberinfrastructure is driven by several factors, such as
the expanding scale of research, need to leverage specialized research instruments, grow-
ing data volumes, adoption of machine learning techniques, and global collaboration. As a
result, many research processes must now be seamlessly deployed across diverse and dis-
tributed resources.
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Workflows offer an effective way to represent and manage sophisticated research pro-
cesses; however, adapting workflow methods designed for a single resource to a distributed
environment introduces new challenges. For example, workflows must be able to orchestrate
a variety of tasks — such as data movement and computation — across diverse computing
resources, each with its own authentication and authorization policies, network and fire-
wall configurations, data and computing interfaces, and computing environments. Research
processes may also extend to other services, therefore requiring that workflows be able to
interact with a diverse ecosystem of entities and services, such as collecting data from an
instrument, calling web services to assign persistent identifiers, publishing data in domain-
specific data repositories, and many others.

There are many additional benefits of adopting workflows to manage distributed applica-
tions, for example, enabling tasks within a workflow to be executed where they may be best
suited, reducing latencies by executing tasks close to data, optimizing energy consumption
by placing tasks on the most optimal resources, and enhancing resilience by failing over to
other resources in situations of unavailability. These benefits can not only streamline re-
search processes, but decrease costs, increase performance, and ultimately reduce the time
to discovery. For example, timely access to resources can mean the difference between the
success and failure of time-critical experiments [1], such as those used to steer a physical
experiment, guide simulation campaigns, or even determine which experiment to perform.

In this chapter, we describe the Globus platform [2, 3] and outline how it enables secure,
scalable, and performant distributed workflows. Globus offers a unique hybrid computing
model in which a cloud-hosted platform securely and reliably orchestrates actions across an
ecosystem of connected computing resources. We specifically describe how Globus Com-
pute and Globus Transfer establish a global data and computing fabric, effectively reducing
the barriers to using remote resources via standard interfaces, authentication methods, and
approaches. We then describe Globus Flows, a hosted workflows platform, and outline how
it allows researchers to define and deploy sophisticated workflows (called flows) that manage
the execution of arbitrary resource processes on remote computing resources. We conclude
by describing several real-world application examples — in materials science, real-time in-
strument science, and federated learning — and outlining how they benefit from Globus’
workflow capabilities.

8.2 Globus

Globus was first released in 2011 to support remote data management and movement [4].
Over the past decade, the Globus platform has grown to deliver a broad range of critical
research capabilities: Globus Transfer, for data transfer, synchronization, and sharing [2];
Globus Compute, for remote execution of computing functions [5]; Globus Flows, for man-
aged cloud-hosted workflows [6]; Globus Search, for scalable, access-controlled index-
ing [7]; and Globus Auth, for standards-based authentication and authorization [8].

As shown in Figure 8.1, Globus adopts a unique hybrid cloud model in which the cloud-
hosted platform, made up of various services, manages and orchestrates actions that are
performed on remote computing resources. Remote resources are made accessible to Globus
via lightweight software agents for data and computation management. These agents provide
common interfaces to access local resources (e.g., a file system or batch scheduler) and
implement a rich authentication and authorization model via which user actions are permitted
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according to the authorization policies of the remote resource.
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Figure 8.1: Globus hybrid architecture showing the Globus platform orchestrating actions on
remote computing resources using software agents deployed on those resources or by using
action providers that leverage other external services.

Globus services are implemented as REST services deployed on Amazon Web Services
(AWS). Each with a similar JSON-based API. Most capabilities are available via Python and
JavaScript Software Development Kits (SDKs), enabling developers to easily use capabilities
within their Python programs, and a Command line interface (CLIs) that be installed and
used to perform actions directly from within terminals. Most Globus services are accessible
via a hosted Globus web application available at https://globus.org.

In the following sections, we describe how Globus supports distributed workflows; how-
ever, before discussing these capabilities, we must first describe Globus Auth [8] — the pow-
erful authentication and authorization fabric on which all Globus capabilities depend. Globus
Auth is, at its core, an identity and access management platform that has been designed to
address the unique needs of scientific computing use cases. It acts as an identity broker
to thousands of supported identity providers (IdPs) enabling users to authenticate using an
external identity (e.g., institution, Google, ORCID). Given that researchers may have many
identities, for use in many different scenarios, Globus Auth offers a unique identity feder-
ation model in which users can "link" many identities into a set. The set of identities can
then be presented to a resource server, who can in turn make an authorization decision based
on the identities in the set. Advanced high assurance (HA) policies can be employed by
resource servers to require specific identities be used to access a resource, login within a par-
ticular session or time interval, and even characteristics of the authentication method (e.g.,
using two factor authentication).

Globus Auth implements the OAuth 2 and OpenID Connect specifications to enable standards-
compliant use by external services and applications. Globus Auth is used by all Globus ser-
vices; however, it can also easily be used by developers in their applications and services
to outsource authentication and authorization functionality to Globus Auth. To do so, users
must first register a Globus Auth resource server, defining a scope for that resource server.
They can then configure their resource server with those credentials. Globus Auth supports
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various OAuth workflows, enabling users to grant a third-party application limited access to
a resource without sharing their login credentials directly. These workflows enable users to
authenticate once, providing a unique "authorization code" to the resource server, and allow-
ing the server to acquire access tokens that can subsequently used to access a resource on
their behalf. Globus Auth extends OAuth with a novel dependent token model, via which
a developer can state that their service is dependent on access to other services (i.e., their
scopes). For example, a data management portal may depend on Globus Transfer to move
data to/from the portal. After configuring a resource server with a dependent scope, authen-
ticating users will be prompted to consent that the server can act as the user both within
the scope of the resource server and for any dependent scopes of that resource server. This
dependency model is a critical building block that enables creation of secure workflows that
span resources in diverse administrative domains (see Section 8.5).

8.3 Globus Compute: A Global Compute Fabric

Distributed workflows require a common task representation and a mechanism to enable
execution of those tasks on remote resources. Globus Compute provides these capabilities
via a hybrid function-as-a-service (FaaS) model that establishes a reliable, secure, scalable,
and high-performance function serving ecosystem on top of existing compute infrastruc-
ture [5, 9]. The hybrid architecture combines a cloud-hosted service for function manage-
ment with a federated ecosystem of user-managed endpoints for function execution.

8.3.1 Globus Compute Model

In the FaaS model, users register programming functions and then invoke them without re-
gard for the underlying infrastructure. Cloud-hosted FaaS platforms, like Amazon Lambda
and Google Cloud Functions, provision infrastructure in their data centers using contain-
ers. Users therefore see only the execution of their function and have no knowledge of the
physical or virtual resources on which that function executes. Globus Compute extends this
paradigm to a federated model in which users can execute functions on their own, or other
distributed, infrastructure; however, the execution of functions is still decoupled from infras-
tructure management.

Globus Compute supports the execution of Python functions on remote resources. Any
Python function can be registered as a Globus Compute function. However, as is common
in most FaaS platforms, all Python dependencies must be defined within the function body
and the execution environment must have all required Python and system dependencies in-
stalled. While Globus Compute only supports Python functions, other software, scripts, or
programs can be invoked as subprocesses within a Python function. Functions (their name
and serialized body) must be registered with the Globus Compute service before use. In
some cases, when using the Globus Compute client, function registration is performed trans-
parently when a function is executed. Permissions — who may view or invoke the function —
can also be specified during registration.

Compute resources are represented in Globus Compute as endpoints. Globus Compute
supports two types of endpoints: single-user and multi-user endpoints. These endpoints may
be deployed and managed by users or administrators of a system and can be configured
for different resource types, such as laptops, clouds, or HPC clusters. When configuring
an endpoint, users register it with the Globus Compute service, following a secure pairing
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from globus_compute_sdk import Executor

- def double (x):
return x * 2

with Executor (endpoint_id='9f6ebl8f-f9%9a7-471b-al0c9-f12el618adc4') as gce:
future = gce.submit (double, 7)

print (future.done()) # Prints False if not yet complete, True otherwise

11 print (future.result()) # Blocks until the result is complete and prints 14

Listing 8.1: The Globus Compute Executor is an asynchronous, futures-based interface
for executing remote functions.

process, after which functions can be submitted for execution on that endpoint by authorized
users.

Globus Compute offers a "fire-and-forget" model in which a user requests that a function
be executed and the cloud service manages the task execution and stores results for the user to
retrieve asynchronously. The Globus Compute service handles the complexities of securely
communicating function payloads to remote endpoints, monitoring execution and optionally
retrying in case of failure, and storing eventual results in the cloud until retrieved by the user.
The endpoint handles the provisioning of resources, function execution, and communication
with the cloud service.

Globus Compute functionality is exposed via a REST API with various wrapper interfaces.
For example, the Python Software Development Kit (SDK) provides a Client abstraction
that can be used to authenticate with the service; register or remove functions, endpoints,
and containers; execute functions; and retrieve function results. The SDK also provides an
Executor, a subclass of Python’s concurrent . futures.Executor, that provides a
high-level interface for asynchronously executing functions. As demonstrated in Listing 8.1,
a function and its arguments can be submitted to the executor which returns a Future
representing the eventual result of the function. The future can be introspected to obtain the
status of the task and can be called in a blocking mode to wait for the result.

8.3.2 Globus Compute Architecture

At the core of Globus Compute is a highly available, reliable, and secure cloud-hosted man-
agement service. The service is architected to horizontally scale and such that the actions
of one user cannot interfere with another. The cloud service includes a function and end-
point registry, a REST API, and task/result queues. The registry maintains information on
endpoints, functions, and users. Some information is also stored in a Globus Search index
to provide discoverability of endpoints/functions. In addition to function/endpoint registra-
tion and management, the REST API is used to execute, monitor, and retrieve functions and
their results. The API is secured using Globus Auth. When an endpoint registers with the
service, two hosted RabbitMQ queues are created: for sending tasks and receiving results.
The task queue is used to store submitted tasks which are retrieved by endpoints using a
pull-based method. Results are sent from the endpoint to the endpoint’s result queue. Tasks
are queued at multiple levels, within the cloud service, at the endpoint, and on workers, to
support reliable function execution, even on unreliable endpoints.
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8.3.3 Globus Compute Endpoint

An endpoint is created by installing the Globus Compute agent software — a lightweight
Python program. Globus Compute supports two types of endpoints: single-user endpoints
(SEP) or multi-user endpoints (MEP) [10]. For SEPs, a user can install the endpoint them-
selves in user space. MEPs are designed to be installed by administrators as a privileged
user for use by many users. MEPs essentially fork a new SEP for each user request. MEPs
can be configured with various authorization policies, e.g., regarding suitable user identities
and session life times. Importantly, they can also be configured with an extensible identity
mapping approach that maps the Globus Auth-provided identity used for authentication with
the local user account in which the MEP forks the SEP process. The same identity mapping
approach is also used by Globus Transfer.

Globus Compute endpoints can be configured to use a diverse range of compute resources.
This flexibility is achieved through the use of Parsl [11], a parallel programming library for
Python. Globus Compute uses Parsl’s pilot job model and its execution provider abstraction.
Parsl implements a common interface for provisioning resources from various types of sys-
tems. It includes providers for local execution, batch scheduler systems (e.g., Cobalt, Slurm,
PBS), and cloud platforms (e.g., Kubernetes). Each provider exposes extensive configuration
options for resource-specific requirements such as allocations, resource types, queues, and
limits. Globus Compute extends Parsl’s High-Throughput Executor (called the GlobusCom-
puteEngine) as a general-purpose pilot job model for managing a pool of workers deployed
on provisioned resources. Briefly, for each provisioned node, the GlobusComputeEngine
will deploy a manager process and a set of worker processes (the number of workers is
defined in the endpoint configuration). The workers are independent processes capable of
executing a Globus Compute task. Each worker communicates with the manager to receive
tasks and return results. The manager in turn communicates with an interchange process
deployed on the endpoint to pass tasks/results between the endpoint and the workers. The
manager effectively reduces the number of network connections between workers and the
endpoint.

Endpoints are responsible for managing the entire task execution process. For example
they can deploy and manage compute environments (containers or virtual environments),
retry tasks on failure, and dynamically scale resources in response to workload levels. The
endpoint model cleanly separates compute resource configuration and management from
application design — functions can be trivially executed on different resources by simply
changing the endpoint ID to which tasks are submitted.

8.3.4 Container Management

One of the most significant challenges with the FaaS model is ensuring that the execution
environment is suitable for executing a function. In Globus Compute, functions, by default,
are executed within the worker’s Python environment. The endpoint allows the worker envi-
ronment to be configured in many ways. For example, workers can be configured to load a
system module, activate Python environments on initialization, or even install dependencies
before starting. While such methods are commonly used on HPC batch systems, they do not
enable portability between systems in most cases.

Globus Compute also supports the use of containers by allowing the specification of con-
tainers in the endpoint configuration. Containers ensure that the dependencies of Globus
Compute and registered functions are available regardless of the default environment of
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the endpoint. In HPC environments, the endpoint deploys workers in containers. Globus
Compute supports various container technologies (e.g., docker and apptainer) and different
routing mechanisms to send tasks to specific containers. Globus Compute also supports the
use of containers in Kubernetes. Here both the manager and the worker are deployed within
a pod and thus the manager cannot change the type of worker container. In this case, a set
of managers are deployed with specific container images and the Globus Compute endpoint
simply routes tasks to corresponding managers (matching their types).

8.3.5 Globus Compute for Workflows

Globus Compute implements a global fabric for executing tasks on arbitrary computing re-
sources. It’s simple REST API allows for workflow systems to easily use it to execute
components of a workflow. We describe below how Globus Flows leverages Globus Com-
pute to execute tasks in distributed workflows. Parsl, a more traditional single-site scientific
workflow management system, also provides support for using Globus Compute to execute
tasks. In this case, a Parsl program, written in Python, can configure a GlobusComputeEx-
ecutor with a specific endpoint ID. After authentication, tasks in Parsl’s DAG are dispatched
for execution via a call to Globus Compute. The advantage of this approach is that the Parsl
workflow can run on one machine (e.g., a laptop), and the tasks of the workflow can run
on another (e.g., a cloud or cluster). While Globus Compute currently requires that users
specify a specific endpoint ID on which to execute a task, we have developed methods to
automatically send tasks for execution on the best of a set of possible endpoints [12, 13].

8.4 Globus Transfer: A Global Data Fabric

Distributed workflows require a common way to access and manage distributed data irrespec-
tive of the storage system, interface, or protocol used. Globus Transfer is a cloud-based plat-
form that supports remote data access, management, transfer, and sharing across an ecosys-
tem of more than 60,000 active Globus endpoints. Following the hybrid deployment model,
administrators or users first deploy Globus Connect software on a resource to make it acces-
sible to the Globus data ecosystem. Authorized users can then access and manage data on
remote endpoints via the cloud-hosted service. If enabled, users can upload/download data
directly and securely using HTTPS, or they can transfer data directly between two different
endpoints using the GridFTP protocol [14].

8.4.1 Globus Connect

Globus Connect is distributed in two versions: Globus Connect Personal is designed to be
installed for single users on Mac, Windows, and Linux computers; Globus Connect Server
is a multi-user package that can be installed on Linux servers and offers capabilities to man-
age users, map identities to local (or remote) accounts, serve data with HTTPS, distribute
deployment across several nodes, and implement high assurance policies.

When a user or administrator installs Globus Connect they create a Globus Transfer end-
point. In some scenarios, for example on HPC systems with many Data Transfer Nodes
(DTNs5), Globus Connect Server may be deployed on several nodes. These nodes are grouped
as part of a single endpoint and workload is distributed among the nodes. Globus Connect
Server endpoints support management capabilities for mapping Globus Identities to local
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users or credentials for external storage providers (e.g., Google Drive) and for configur-
ing and managing storage gateways for connecting to different storage systems (see Sec-
tion 8.4.2).

Users interact with endpoints via collections, either a mapped collection or a guest collec-
tion. A mapped collection provides access to a storage system using the credentials of the
logged-in user. That is, the user is "mapped" to an underlying credential or access mech-
anism. For example, the user "bob@globus.org" may be mapped to a local user "bob" on
a POSIX storage system or it may be mapped to an API key for accessing Google Drive.
Globus Connect Personal is preconfigured to use a mapped collection to the local file system
as the owner of the endpoint.

A guest collection may be created by a user on a mapped collection. The guest collection
subsequently provides access using the credentials of the user who created it (not the user
who is accessing it). The owner can set access control permissions that are used to determine
what other users are permitted to do (read or write specific paths) and manage (add other
permissions) that collection. Thus, guest collections allow users to directly share access to
data without needing to move those data to a cloud-hosted location.

8.4.2 Storage Gateways

The storage landscape is increasingly diverse, combining traditional POSIX-based file sys-
tems with various other types of storage, such as archival tape storage and cloud object stor-
age. Globus Connect is designed to support these different storage systems via an extensible
connector model. Globus Connect supports thirteen non-POSIX connectors, including for
cloud storage (e.g., Box, Google Drive), object storage (e.g., Ceph), archival storage (e.g.,
HPSS, Spectra Logic Black Pearl), and others (e.g., iRODS). When configuring Globus Con-
nect Server, administrators must first define a storage gateway. This gateway defines the con-
nector to be used and the access policies for that storage system. For example, the gateway
can define authentication requirements and a set of paths to which it provides access.

8.4.3 Globus Transfer Service

Globus Transfer is operated as a cloud-hosted service deployed on AWS. The service essen-
tially acts as a data access and transfer orchestrator, managing data access and movement
between endpoints. Users interact with the service through various interfaces, including
the Globus web application, command-line interface (CLI), REST APIs, and Python SDK.
These interfaces communicate with the cloud service to authenticate users, perform transfers,
and provide real-time status updates.

The Globus Transfer service is responsible for managing transfer requests, monitoring
transfer progress, handling retries, and ensuring data integrity. The Globus Transfer archi-
tecture separates the control and data planes to enhance security and performance while
providing users with a seamless and user-friendly experience. That is, the service uses a
control channel to communicate with endpoints; however, all data moves directly between
endpoints rather than via the cloud service (often referred to as "third-party" data transfer).
Globus Transfer performs some operations over the control channel, for example, directory
listing, as this information is relied upon only by the client.

The Globus Transfer service treats transfer requests as "jobs" that it manages. When a
user submits a transfer request, they select the two collections (source and destination) and
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paths (files or directories) on each collection. The transfer service communicates with each
endpoint, validating that the user is authorized to access the collection. This authorization
process combines cloud-hosted policies with final authorization decision points exposed by
the endpoint. The transfer service instructs the two endpoints to establish a connection be-
tween each using the GridFTP protocol. Various heuristics are used to define the connection,
number of concurrent streams, parallelism, pipelining, etc. These parameters are tuned to
obtain high performance transfers between the endpoints, based on their capabilities. Globus
Transfer provides a fire-and-forget transfer model. A user can start a transfer and leave the
transfer service to deal with the complexities of the transfer, for example by checking the
integrity of transferred files by comparing checksums and re-transferring data when needed,
waiting for endpoints to recover from failures, and managing authentication renewal accord-
ing to local policies.

8.4.4 Globus Transfer for Workflows

Workflows that seek to orchestrate task execution on one or more remote systems, typically
need to manage data movement. Data to be moved may include input or output files, inter-
mediary data shared between tasks, or even task definitions, computing environments, and
containers. Workflow systems have long supported different data staging mechanisms, of-
ten using SCP, rsync, or HTTP. While straightforward, one challenge with many existing
implementations is that they support only direct data upload/download and thus require that
sender/receivers can directly access one another. In practice, such connectivity is rare, as
for example, inbound connections to personal computers are blocked by firewalls and are
complicated by NAT, while direct HTTP connections between HPC systems are often not
permitted. For example, many systems will block inbound HTTP connections, while SSH
connections typically require two factor authentication and systems may restrict agent for-
warding.

Globus Transfer provides an ideal solution as it can coordinate third-party transfers di-
rectly between systems and is able to overcome the various authorization challenges. For
example, it uses TCP hole-punching and a cloud-hosted relay server to establish connec-
tions between endpoints behind NAT or firewalls. Globus Transfer plays a critical role in the
cloud-hosted workflows described below as it allows data to be seamlessly moved between
different locations. Globus Transfer is also used by many other workflow systems such as
Parsl and Pegasus [15]. For example, Parsl allows users to configure a Globus Transfer
data stager that will move input, output, and intermediary data between the Parsl client and
workers.

8.5 Globus Flows

Globus Flows [6, 7] is a cloud-hosted workflows platform that automates execution of com-
plex sequences of tasks, known as flows, across distributed environments. These flows can
involve data transfers, computations, and other operations that need to be executed in a coor-
dinated manner. As a cloud-hosted service, Globus Flows allows users to compose and then
outsource execution of their flows without needing to maintain persistent services, detect and
recover from failures, or retrieve results synchronously even when flows span geographic lo-
cations and administrative domains. The service is designed to handle both the spatial and
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temporal complexities of research workflows, making it a versatile workflow platform for a
wide range of scientific applications.

At the core of Globus Flows is its ability to define flows using a declarative, JSON-based
representation. Users specify the series of actions that make up a flow, along with the con-
ditions under which these actions should be executed. Flows may include different control
sequences, such as loops and conditions, enabling representation of different workflow pat-
terns, such as map-reduce. Actions are implemented by action providers, which are modular
services that perform a specific task such as data transfer, computation, or metadata man-
agement. The flexible nature of this architecture allows flows to integrate with a wide array
of external services and tools, making it possible to define flows that involve a diverse range
of tasks. Users can build new action providers or integrate existing services as an action
provider by implementing the action provider API. This modularity and extensibility en-
sures that workflows can be easily adapted or extended to accommodate new requirements
as research projects evolve.

8.5.1 Action Providers

Action Providers serve as a standardized interface to integrate custom tasks — represented
by web services — into the Globus ecosystem. The action provider interface assumes an
asynchronous action and requires functionality to start an action, retrieve the status or result
of that action, cancel an action, and optionally release any state associated with that action.
Synchronous actions can be easily integrated with this asynchronous API. The API also
requires an interface to introspect the action and discover information about the action and
required input/output schema. Actions may consume and return JSON formatted data.

Action Providers are implemented as a Globus Auth Resource Server and have their own
associated scope. This approach, building on the OAuth 2 protocol, allows a flow to be
defined with a set of required action scopes. It therefore allows the flows service to negotiate
consent with a user to enable the flow to perform all actions on a user’s behalf. Flows may
execute actions either as themselves (i.e., as the flow) or as the user who started the flow.
This rich and flexible authorization model allows flows to be used in a diverse range of
use cases and is particularly focused on supporting the needs of flows that span geographic
and administrative boundaries. For example, it allows a flow to transfer data between two
endpoints for which only a specific user is permitted to access.

Globus hosts a set of Action Providers that enable data management with Globus Trans-
fer, execution of compute tasks using Globus Compute, indexing and discovery of data in
Globus Search, association of persistent identifiers using DataCite, and others. To simplify
the creation of Action Providers, we have created a FastAPI-based toolkit that streamlines
the development process. This toolkit allows developers to quickly build and deploy action
providers using a framework that can be used to create the required interface, integrate with
Globus Auth, and simplify many of the underlying complexities of creating actions.

8.5.2 Flows Service

The Globus Flows service is implemented as a REST service deployed in Docker containers
on AWS Elastic Container Service (ECS). Rather than develop a new workflow system, the
Flows service builds on Amazon Step Functions (ASF) — a cloud-based workflow system de-
signed and operated by AWS. Globus Flows extends ASF with implementation of the Flows
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authentication and authorization model, asynchronous Action Providers, and support for sci-
ence use cases. Briefly, the Flows service takes a user-provided Flow definition, registers
it with Globus Auth, and deploys a state machine with ASF. The deployed state machine is
a translated representation of the Flows definition and includes ASF "Task" states for each
action to be called. Each invocation of an action is sent to a cloud-hosted queue which in
turn uses an AWS Lambda function to invoke the remote action and also to poll the action
for completion. The Flows service manages the execution of the workflow, catching tran-
sitions from ASF and implementing error detection and retry logic. Results are stored in
a cloud-based database, enabling users to review flow progress, inspect results, and rerun
flows.

8.5.3 Defining and Running Flows

Listing 8.2 shows an example definition for a flow that will tar a dataset on one endpoint and
then transfer the tar file to another endpoint. The definition highlights the two states in the
flow, in this case two actions (TarFiles and TransferTar), and the transitions between
those states (noted with the "Next" attribute). Each state is passed a set of parameters, these
can be static or dynamic and may be passed in by the user as part of the initial context or
may be added to the context by prior steps of a flow. For example, in this flow users must
supply the Globus Compute endpoint ID and the ID of the registered tar function, the source
path and tar file name, and the destination endpoint and path. Note that the source path for
the transfer is computed from the result of the tar compute function (Line 28).

Many flows will require custom input data when started. To simplify use by other users,
flow authors can define an input schema for the flow. The input schema is registered with the
Flows service and is used to validate the input document supplied by a user when starting
a flow. It is also used by the Globus web application to render a graphical user interface to
guide users when running the flow.

After defining the flow and registering it with Globus Flows, it is then made visible to a set
of authorized users and runable by another set of authorized users. By default, visibility and
runability is restricted to the user who defined the flow. To run the flow, the user may supply
a JSON document as input as required by the flow. If an input schema is associated with the
flow, the input document provided by the running user will be validated by the Flows service.
Listing 8.3 shows an example input document that can be used to run the flow defined above.

After running the flow, the user who ran the flow (or other user who are authorized to
view the status of the flow) can monitor the status of the flow and each action. Figure 8.2
shows the flow status for a completed flow in the Globus web-based interface. The interface
shows when each action starts and completes as well as the time taken for each task. After
successful or failed completion of the flow the user can review logs from the flow, state
passed between steps, and in the case of errors, reports from each of the steps.

8.6 Application Examples

We describe three types of distributed workflows that use Globus. These examples are real-
time analysis of data from scientific instruments, training machine learning models using
federated learning, and managing simulation campaigns.
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1 flow_definition = {

2 "StartAt": "TarFiles",

3 "States": {

4 "TarFiles": {

5 "Next": "TransferTar",

6 "Type": "Action",

7 "ActionUrl": "https://compute.actions.globus.org/v3"
8 "Parameters": {

9 "tasks": [

10 {

11 "kwargs": {

12 "src_path.$": "$.src.path",

13 "dest_path.$": "$.tar_name"

14 I

15 "function_id.$": "$.compute.function_id"

16 }

7 1,

8 "endpoint_id.$": "$.compute.endpoint_id"
19 Lo

20 "ResultPath": "$.compute_result"

21 by

22 "TransferTar": {

23 "Type": "Action",

24 "ActionUrl": "https://transfer.actions.globus.org/transfer"

25 "Parameters": {

26 "DATA": [

27 {

28 "source_path.=": "compute_result.details.result[0]",

29 "destination_path.$": "$.dest.path"

30 }

3 1,

32 "source_endpoint.$": "$.src.endpoint_id",
"destination_endpoint.$": "S$.dest.endpoint_id"

34 by

35 "ResultPath": "$.transfer_to_dest_result",

36 "End": True

37 }
38 }
39}

Listing 8.2: Tar and transfer flow that shows a compute function executing the tar task on a
remote resource before transferring the tar data to another endpoint.

2 'compute': {

3 'endpoint_id': '4b116d3c-1703-4f8f-9f6f-39921e5864df"',
4 'function_id': '93fal6e3-0c93-4c43-a8d2-fabdlala74d5"
5 I

6 Varea¥s {

7 'endpoint_id': '6c54cade-bde5-45cl-bdea-f4bd71dba2cc’',
8 'path': '/path/to/tar/’'

9 I

10 'tar_name': 'output.tar'

1 'dest': {

2 'endpoint_id': '3lce9%bal-176d-45a5-add3-£37d233ba47d"',
13 'path': '/~/output.tar'

14 }

15 '}

Listing 8.3: Input for the Tar and Transfer flow, specifying the endpoints to use, function
identifier, and path to act on.
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(i) overview = Eventlog 5\;\ Roles & Definition

Started: 2/20/2025, 07:12 AM

Duration: L minute 8 seconds

@ FlowSucceeded View details
(|) TransferTar — ActionCompleted (45 seconds) View details ~
(D TransferTar — ActionStarted View details
(|) TarFiles — ActionCompleted (22 seconds) View details ~
(D TarFiles — ActionStarted (44 milliseconds) View details
(b FlowStarted View details

6 entries loaded

Figure 8.2: The Globus Flows UI showing the event log of the Tar and Transfer flow. Each
task can be inspected to review outputs or debug failures. The flow access control roles and
definition are available in other tabs.

8.6.1 Linking Computing and Scientific Instruments

Linking scientific instruments with HPC resources enables researchers to efficiently manage
and interpret data, enabling real-time analysis and accelerating the pace of discovery [16].
Argonne National Laboratory’s Advanced Photon Source (APS) recently underwent an $815
million upgrade to enhance the electron storage ring and X-ray beamlines. This upgrade
will significantly increase the volume of data generated, with estimates that data volumes
will grow by at least two orders of magnitude over the next decade, producing hundreds
of petabytes of raw data each year. To deal with this data explosion, tens of petaflops of
both on-demand computing resources and traditional batch processing capabilities will be
required, necessitating advanced workflows to automatically filter and process data as they
are acquired.

Many APS beamlines now use Globus Flows to connect with the on-demand computing
resources of Argonne’s Polaris supercomputer at the Argonne Leadership Computing Facil-
ity (ALCF). Over 30 workflows, spanning nine scientific applications, have been developed
and deployed for operational use. APS beamlines use these workflows during real-time ex-
periments to produce new scientific results [17]. These workflows combine Globus Flows,
Globus Compute, and the APS Data Management System [18]. The APS Data Management
System integrates with beamline instruments to oversee data acquisition, manage raw data,
and orchestrate analysis. The system uses Globus to automatically perform analysis and pub-
lication flows, transfer data between APS and ALCEF, and execute computational workflows
on remote supercomputers. This integration allows instruments to automatically perform
complex workflows, transferring data collected at beamlines to remote computing resources
for rapid analysis, with results promptly returned to the experimentalist. A Globus Group,
including the identities of users involved in a particular experiment, is used to control autho-
rization and enables data to be automatically published to a data portal and securely shared
with experiment members.

These workflows have highlighted the need for infrastructure that supports real-time dis-
tributed workflows. The ALCF supercomputers have deployed Globus Connect and Globus
Compute agents to make data and compute accessible to the Globus platform. Working with
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ALCEF, they have implemented on-demand queues for immediate execution of jobs, service
accounts dedicated to APS instruments to streamline workflow deployment and operation,
and resilient endpoint nodes for workflow orchestration and execution. Additionally, data
transfer between the APS and ALCEF is facilitated by Globus Transfer and a 1.6 Tbps net-
work, designed following the ScienceDMZ pattern [19].

Globus is also used at the Advanced Light Source (ALS) for automated analysis work-
flows, enhancing the efficiency and effectiveness of its operations. An ALS tomography
beamline uses a Prefect workflow to process every dataset that is acquired. This workflow
uses Globus Transfer to move data to Argonne, where Globus Compute is used to perform
analysis on the Polaris on-demand queue. This integration allows for the rapid and secure
processing of data, ensuring that the results are promptly returned to the experimentalist
at the beamline. The Prefect workflow is deployed in production to act on every dataset
captured at the beamline. This model showcases how Globus can be easily incorporated
into existing workflows to securely and reliably outsource data management tasks across
distributed resources.

8.6.2 Distributed and Decentralized Learning

Traditionally, training a machine learning (ML) model on distributed data required first trans-
ferring all data to a centralized resource (e.g., HPC cluster). Federated learning (FL) [20, 21]
is a new distributed ML training paradigm that overcomes the need to centralize data. In FL,
separate models are trained directly where data reside (e.g., on instruments, edge devices,
sensors). A FL workflow collects these distributed models and aggregates them, typically
using a central aggregator, to create a global model that is shared with participating devices
and used for the next round of training. This approach enables devices to benefit from the
data of other devices, but, most importantly, without ever revealing or moving raw data.
Figure 8.3 illustrates the FL training process.

Workers Aggregator
Locally-updated model

q = © Dggj parameters
TP E @ Aggregate local
& | —

model parameters
Local l P

. 9 @ u Locally-updated
training X SE55/ model parameters el
& | > o/ =
I L\

Local Locally-updated

2 @ -
training Q OEEI model parameters
p.e ]
Local

&
training @

Update global model
with aggregated
parameters

0 Share current
global model

Figure 8.3: High-level view of a FL. workflow. FL workers, deployed on distributed de-
vices, collect data and train local models. The Aggregator combines these local models and
distributes a global model to edge devices for use or further training. Figure reproduced
from [22].
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Despite the obvious benefits of FL in science, there are significant barriers that prohibit
the practical deployment of FL. Existing FL. frameworks [23, 24] can be difficult to deploy,
configure, and use; do not support the diverse and heterogeneous cyberinfrastructure and
topologies found in science; and can be inefficient/insecure as they require data and models
be moved through a central entity. Furthermore, much FL literature (e.g., new aggregation
algorithms, FL frameworks, and use cases) conducts experiments using a single computer
which fails to capture the complexities of real distributed scientific deployments.

Three Python-based frameworks, APPFL (Advanced Privacy Preserving Federated Learn-
ing) [25], Flight (Federated Learning in General Hierarchical Topologies) [22] (previously
called FLoX [26]), and Academy [27] use the Globus platform for deployment of FL in
real-world environments. These frameworks have been broadly applied in science applica-
tions, including biomedicine [28], precision agriculture [29-31], astrophysics, and materials
science.

APPFL is an open-source Python library for deploying FL. workflows with advanced
privacy-preserving techniques. APPFL supports FL across institutions ("cross-silo") with
the ability to scale on distributed, heterogeneous computing resources to create robust, trust-
worthy Al models. APPFL’s modular architecture with six user-customizable components
— aggregator, scheduler, trainer, privacy, communicator, and compressor — enables different
FL strategies, workflows, and communication protocols to be used. The aggregator sup-
ports popular algorithms to aggregate local models; the scheduler uses various server-side
scheduling algorithms to handle different arrival times of local models; the trainer supports
multiple local trainers; the privacy component supports global and local differential privacy
schemes; the communicator supports Globus Compute for secure distributed training across
deployed Globus endpoints; and the compressor supports several lossy compressors.

Flight is an open-source Python library for implementing FL. workflows across hetero-
geneous and distributed devices ("cross-device"). Flight supports FL. workflows on local
resources (using Parsl) and over wide area networks (using Globus Compute and ProxyS-
tore [32, 33], which in turn can use Globus Transfer). Users define a topology of trainers and
aggregators. For each device, the topology specifies the Globus endpoints deployed on that
device. Flight then manages the training workflow across the topology by dispatching train-
ing and aggregation tasks to each device, moving trained and aggregated models between
devices, and distributing the global model for use and further training. Experiments have
shown that Flight can scale multi-node performance beyond state-of-the-art frameworks like
Flower and its hierarchal topologies can reduce data communication (by up to 60%) com-
pared to centralized examples.

Academy is a middleware that supports the creation and deployment of autonomous agents
across federated research infrastructure, including HPC systems, experimental facilities,
and data repositories. By enabling large-scale, asynchronous collaboration among agents,
Academy forms a robust foundation for decentralized learning. In this context, each agent
operates independently — training a local model, exchanging model updates with neighbors,
and performing aggregation — without requiring centralized coordination, and agents and
their communication links form a graph structure, reflecting real-world network topologies.
Experiments demonstrate scaling decentralized learning workloads to 1536 GPUs on the
Aurora supercomputer, flexible deployment of agents with Globus Compute, and efficient
data transfer via ProxyStore. These results highlight Academy’s suitability for decentralized
learning scenarios, where data locality, privacy, and communication overhead are key con-
siderations, and centralized orchestration is impractical or undesirable. Similar workflows
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can also be realized for other agentic discovery scenarios [34].

8.6.3 Simulation Campaigns

Large-scale computational science campaigns involve the execution of an ensemble of in-
dividual simulations on HPC resources [35, 36]. Individual simulations are selected from
a search space of possible parameters and are executed in parallel. Ensemble simulations
are steered by analyzing the results of prior simulations to determine which simulations to
perform next. The simulation selection policies vary in complexity but increasingly rely on
ML models that are re-trained throughout the campaign to optimize the simulation selection,
a pattern referred to as active learning.

Active learning has proven an effective method for increasing scientific outcomes and
optimizing resource efficiency, but these applications increasingly require heterogeneous re-
sources. For example, simulation codes may be optimized for parallel execution on the many
CPU cores of a cluster while inference and training of ML models is best suited for special-
ized Al accelerators. Colmena is a general purpose library for expressing the steering of en-
semble simulations and executing workflows across heterogeneous compute resources [37].

In Colmena, a thinker controls what tasks (e.g., simulations, model retraining) to perform,
what resources to execute tasks on, and how to allocate available resources between task
types. The thinker is composed of agents which interact with each other to process task
results, respond to events, re-allocate resources, and submit new tasks. Colmena effectively
describes a workflow that maps task types to specific Globus Compute endpoints, enabling
access to remote, heterogeneous resources that are optimized for specific task execution.

Colmena, Globus Compute, and Globus Transfer are used together to deploy multi-site
applications for molecular design and surrogate fine-tuning [38]. The objective of the molec-
ular design application is to find molecules with desirable properties from candidate dataset.
In this case, the desirable property is high ionization potentials (IP) which are necessary
for designing organic electrolytes. The active learning workflow selects an initial set of
molecules to simulate on a CPU to determine the IP. A surrogate ML model is then trained
on a GPU to predict the IP of a molecule. Surrogate models are many orders of magnitude
cheaper than performing simulation, so the surrogate model is used to predict IPs for the
entire candidate set. Molecules with the highest predicted IPs are then selected for sim-
ulation. The surrogate model is periodically retrained with the results of new simulations
to improve the prediction accuracy. The surrogate fine-tuning application follows a sim-
ilar active learning approach with the goal of producing a surrogate model for expensive
quantum mechanics simulations that can predict the energies and forces on clusters of water
surrounding a methane solute.

These applications highlight key challenges in deploying scientific workflows on hetero-
geneous hardware. Compute clusters are typically composed of homogeneous nodes, ne-
cessitating access to resources at multiple sites; authentication and resource provisioning
mechanisms differ between sites; and execution across many sites increases the need for a
reliable and robust management system. Globus Compute and Globus Transfer provide a
global fabric that addresses these challenges and enables the execution of these two applica-
tions across multiple sites.
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8.7 Related Work

The Globus platform adopts the cloud model that has been widely adopted in industry. Cloud
providers like Google, Amazon, and Microsoft, provide a range of platform capabilities that
target industry use cases. Globus builds upon these platform services to deliver capabilities
designed specifically for scientific workflows. In the scientific domain, there are some related
efforts such as Tapis [39] and the NERSC Superfacility API [40]. Unlike Globus, these
services are designed to be deployed at a specific site and thus provide service capabilities
oriented around that site. Both Tapis and Superfacility interoperate with Globus for data
management.

The proliferation of workflow systems has been well-noted, with hundreds of seemingly
comparable workflow systems available for use [41]. These workflow engines, many of
which have been used in science [11, 15, 42-45] enable representation of complex applica-
tions and efficient execution on diverse cyberinfrastructure. The specific nature of the work-
flow systems differ, but most are designed to coordinate execution of programs, batch jobs,
or web service calls. Task-based systems, such as Parsl [11], Pegasus [15], and Swift [46]
manage the execution of a series of computational tasks, for example, by executing program-
ming functions or by making calls to locally executable programs and scripts. Service-based
systems, such as Globus Flows and Taverna [47] invoke actions via web service APIs.

Most workflow systems are designed to be deployed by a single user on a single system.
Some, for example Parsl, are able to manage execution across various computing resources.
However, Parsl does so by relying on SSH connections from a client machine to the execution
environment and requires inbound network connectivity from the execution machine to the
client. Workflow systems like Galaxy [43] are designed for multi-tenant deployments via
which many users can deploy and manage workflows. Well-known instances of workflow
systems, such as Galaxy, are used by large communities of users. However, in practice they
primarily leverage co-located cloud resources that are associated with the deployment. That
is, they do not readily manage execution on disparate computing resources.

Cloud computing providers, among their suite of provided services, are increasingly pro-
viding workflow-like capabilities for automation, development operations, and data wran-
gling. For example, AWS’s Simple Workflow Service (SWF) [48] and and Step Functions
(SEN) service [49] enable definition and execution of workflows on the cloud. GitHub Ac-
tions [50] and AWS CodePipeline [51] offer automation tools that directly support continu-
ous integration and continuous deployment pipelines.

8.8 Summary

The increasingly distributed scientific research process requires new workflow systems that
can manage diverse actions across disparate infrastructure securely, efficiently, and scalably.
We have described how the Globus platform can satisfy the needs of modern distributed
science using a hybrid model model that securely coordinates scientific workflows across
remote endpoints. Globus Flows combines the convenience, availability, and usability of a
cloud-hosted service to develop and deploy workflows that themselves leverage Globus ser-
vices for managing data and computation across the computing continuum. Globus Transfer
and Globus Compute effectively create a global data and compute fabric, respectively, that
allows Globus Flows to dispatch tasks anywhere while maintaining a robust global authenti-
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cation and authorization model and also enforcing local authorization policies. Future work
in this area will build upon this general platform to further improve the usability and per-
formance of the workflows ecosystem. For example, in ongoing work, researchers are using
the Globus platform to dynamically select where to execute tasks based on various metrics
including energy [12] and performance [13]. Such approaches can consider many differ-
ent costs, such as HPC service units, monetary costs, energy use, and carbon, while also
considering other measures of performance and reliability.
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